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Guidelines on local ju-
risdiction and transfer 
of personal data 

The European Data Protection Board ("EDPB") issued 

Guidance 5/2021 on the interaction between the application 

of Article 3 and the provisions on transfers of personal data 

to third countries outside the EU/EEA under Chapter V of the 

General Data Protection Regulation ("GDPR"). A public con-

sultation on the Guidelines was held until 31 January 2022. 

The Guidelines are intended to assist controllers and proces-

sors in the EU in identifying whether a processing operation 

constitutes a transfer of personal data to third countries, as 

the GDPR does not provide a legal definition of the term 

"transfer of personal data to a third country or international 

organisation". The criteria are three and must be met simul-

taneously: 

1. the data exporter, i.e. the controller or processor, is 

subject to the GDPR for the processing in question; 

2. The exporter transfers or discloses personal data to 

the data importer (another controller, joint controller 

or processor); 

3. The importer is located (established) in a third coun-

try or is an international organisation. 

The processing will be considered a transfer, regardless of 

whether the importer established in the third country is sub-

ject to the GDPR under Article 3. 

However, the EDPB considers that the collection of data out-

side the EU/EEA directly from data subjects on its own initia-

tive does not constitute a transfer of personal data outside the 

EU/EEA. 

Guidance on the right of 
access to personal data 

The EDPB has issued Guidelines on Right of Access 1/2022. 

They analyse different aspects of the data subject's right of 

access to data processed about him or her and provide 

guidance on how the data controller should provide access to 

the data subject in different situations. The guidelines clarify, 

inter alia, the scope of the right of access, the information that 

the controller must provide to the data subject, the format of 

the access request, the main ways of providing access and 

the concept of manifestly unfounded or unreasonable reque-

sts. A public consultation on the guidelines is open until 11 

March 2022. 

Guidance on examples 
of personal data brea-
ches 

The EDPB issued Guidance 1/2021 on examples of security 

breaches after public discussion. The guidance is intended to 

assist data controllers in deciding how to handle personal 

data breaches and what factors they need to consider when 

assessing the risks. 

Status of entities in the 
provision of financial in-
termediation services 

(Judgment of the Supreme Administrative Court of the Czech 

Republic of 7 October 2021, Case No. 7 As 146/2021) 

https://edpb.europa.eu/system/files/2021-11/edpb_guidelinesinterplaychapterv_article3_adopted_en.pdf
https://edpb.europa.eu/system/files/2022-01/edpb_guidelines_012022_right-of-access_0.pdf
https://edpb.europa.eu/system/files/2022-01/edpb_guidelines_012021_pdbnotification_adopted_en.pdf
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The Supreme Administrative Court of the Czech Republic 

("SAC") decided on the cassation complaint of SMS finance, 

a.s. ("the claimant" or "the complainant") against the decision 

of the Municipal Court in Prague ("the Municipal Court"), in 

which it dismissed the claimant's administrative action aga-

inst the decision of the Office for Personal Data Protection 

("OPPD") for lack of merit. It dealt with the question whether 

the administrative authorities were justified in considering the 

claimant to be a personal data controller under Article 4(7) of 

the GDPR.  

In this respect, the SAC agreed with the opinion of the Muni-

cipal Court. That is to say, with the opinion that the claimant 

was in the position of a controller of personal data in the 

given case, as it determined the purposes and means of 

processing personal data.  

The claimant designated the person Ing. L. Š., as a bound 

agent within the meaning of Section 15 of Act No. 170/2018 

Coll., on the distribution of insurance and reinsurance, who 

mediated the claimant's services, in the context of which per-

sonal data of potential clients were collected and processed 

precisely for the purposes determined by the claiment. The 

processing of personal data prior to the introduction of the 

complainant's services is already carried out for the purpose 

of offering those services. The complainant had with Ing. L. 

Š. only concluded a commercial representation contract, not 

a processing contract, and argued that she was an indepen-

dent entrepreneur and that, at the initial stage of approaching 

a client, she processed the personal data of the data subjects 

in order to build up her own customer network, which she 

would then offer her own services (financial advisory servi-

ces) as part of her business activities, whereas the offering of 

the complainant's services only took place subsequently and 

not always.  

By the appeal, the claimant contested the legal opinion of the 

OPCU that he is a data controller. The OPCU imposed reme-

dies on the claimant, namely the obligation to secure the legal 

titles for the processing of personal data of all data subjects 

in respect of whom it is a controller, i.e. where it has itself 

determined the purpose and means of processing in accor-

dance with Article 6 GDPR, and in the event that such secu-

rity is not possible for a data subject, then it is to erase the 

personal data of that data subject within 3 months of the legal 

force of the decision. The OPCD also ordered the claimant to 

conclude processing contracts with the entities that perform 

personal data processing tasks for him, so that they have the 

proper legal title for the personal data processing tasks.  

The remonstrance was rejected and the claimant challenged 

the decision on the remonstrance by administrative action. 

The decision was subsequently upheld by the municipal 

court, against which the complainant lodged a cassation com-

plaint. The SAC recalls that the reason for regulating the re-

lationship between the controller and the processor (in 

particular on the basis of a specific contract pursuant to Ar-

ticle 28(3) GDPR) is precisely the fact that it is a relation-

ship between two otherwise independent entities. The le-

gislation considers the controller to be the one who determi-

nes the purposes and means of the processing of personal 

data. The processor is then the one who processes the per-

sonal data for the controller. It is only to the complainant's 

detriment that he did not effectively ensure that Ing. L. Š. to 

transmit the personal data. 

The SAC thus confirmed the conclusion of the OPPD that the 

complainant is in the position of a controller also in rela-

tion to the personal data processed for it by the so-called 

independent financial services intermediary, as it has de-

termined the purpose of such processing. 
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Liability for data leakage 
is not always absolute 

(Judgment of the Supreme Administrative Court of the Czech 

Republic of 11 November 2021, Case No. 1 As 238/2021) 

The SAC considered the question of whether the applicant 

had committed an offence under Section 45(1)(h) of Act 

No.101/2000 Coll. on the Protection of Personal Data 

("PDPA") by failing to take measures to ensure the security 

of the personal data processed pursuant to Section 13(1) of 

the PDPA, which stipulates that the controller and the proces-

sor are obliged to take such measures to prevent unauthori-

sed or accidental access to personal data, their alteration, de-

struction or loss, unauthorised transfers, other unauthorised 

processing, as well as other misuse of personal data. This 

obligation continues to apply after the processing of personal 

data has been terminated. In the present case, the OPPD 

found the applicant, Internet Mall, a.s. ("the claimant" or "the 

complainant"), guilty of an offence by failing to take measures 

to ensure the security of the personal data processed. Speci-

fically, it failed to secure the personal data of at least 735,956 

customers (in the scope of their name, surname, email 

address, user account password, or telephone number) from 

unauthorised access in the period from at least 31 December 

2014 to August 2017, which resulted in their disclosure by an 

unknown hacker on the website www.ulozto.cz between 27 

July 2017 and 25 August 2017. For the commission of the 

above offence, the OPPD imposed a fine of CZK 1,500,000. 

The applicant lodged an remonstrance against the first-in-

stance decision, which was rejected. 

Subsequently, the applicant defended himself by bringing an 

administrative action, which was dismissed by the Municipal 

Court. In the cassation complaint lodged with the Supreme 

Administrative Court, the applicant (the complainant) argued 

that the municipal court proceeded on the basis that the 

offence under the cited provision is construed as liability for 

the consequence of compromising the security of the perso-

nal data processed. That interpretation is contrary to the text 

of the law and the intention of the legislator. The provision in 

question is based on the norms of European law, whose aut-

hors were aware that all security measures are always behind 

any threats, so that antivirus or other software means will ne-

ver provide 100% protection. The interpretation applied by 

the City Court would mean that all entities that were victims 

of such [cyber] attacks would be guilty of an offence, regar-

dless of the measures they actually took. The complainant 

argued that, under section 13 of the PDPA, it was not the 

duty of the data controller to take all conceivable mea-

sures to protect the data. This interpretation, according to 

the complainant, also corresponds to the text of the GDPR, 

which does not require the adoption of all possible measures 

but speaks in Articles 24 and 32 of the GDPR of appropriate 

measures and an appropriate level of security. 

According to the SAC, in the present case it was not disputed 

that the complainant had not prevented unauthorised access 

to the personal data of more than 700 000 of its customers. 

He only discovered the theft of the data after a considerable 

time lag, following its publication on the website. However, he 

considered that both the defendant OPPD and the municipal 

court had misinterpreted the provisions of the PDPA and in-

sisted that it was the OPPD's duty to investigate what mea-

sures the complainant had taken to prevent unauthorised 

access to personal data. 

The SAC concluded that the responsibility of personal 

data controllers and processors is not absolute, but 

http://www.ulozto.cz/
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emphasizes that the entities concerned must make rea-

sonable efforts to protect personal data and cannot be 

held liable for any (often unlawful or even criminal) acti-

vity of other entities. The security measures taken can 

hardly be expected to be strong enough to repel a sophisti-

cated and targeted cyber-attack. The Court of Cassation re-

calls that the decisive factor for liability for an offence is 

not whether or not personal data are ultimately protec-

ted, but whether a deficiency in the adoption of the ap-

propriate measures to protect them is established. In the 

present case, the unauthorised access to personal data was 

clearly the result of a targeted unlawful act by another entity. 

While the complainant must have foreseen such conduct, he 

cannot automatically be held liable for it, irrespective of the 

measures he took to protect the personal data and the 

sophistication of the attack by the unknown person who stole 

the data from the database. The SAC therefore agreed with 

the complainant and proceeded to annul the contested admi-

nistrative decision. It will thus be up to the OPPD to take into 

account all the measures taken by the complainant and to 

consider whether they were sufficient in view of the level 

of protection available at the relevant time, the nature of 

the complainant's activities and the scope of the data 

processed by the complainant.  

We regularly inform you about other GDPR news on social 

media. Follow us on LinkedIn and Facebooku. 
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The information contained in this bulletin is presented to the best of 
our knowledge and belief at the time of going to press. However, 
specific information related to the topics covered in this bulletin 
should be consulted before any decision is made. The information 
contained in this bulletin should not be construed as an exhaustive 
description of the relevant issues and any possible consequences, 
and should not be fully relied on in any decisionmaking processes or 
treated as a substitute for specific legal advice, which would be rele-
vant to particular circumstances. Neither Weinhold Legal, v.o.s. ad-
vokátní kancelář nor any individual lawyer listed as an author of the 
information accepts any responsibility for any detriment which may 
arise from reliance on information published here. Furthermore, it 
should be noted that there may be various legal opinions on some of 
the issues raised in this bulletin due to the ambiguity of the relevant 
provisions and an interpretation other than the one we give us may 
prevail in the future.   

For further information, please contact the partner / manager you are 

usually connected to.  
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